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ABSTRACT

The most widely used method for exchanging data worldwide is the Internet. Numerous cloud service providers support this sharing
by letting customers store and share data over the Internet. However, cloud service providers have consistently failed to guarantee
data's 100% security regarding privacy. Data breaches, piracy, and hacking attacks have threatened cloud providers' security
mechanisms. However, customer data should be 100% secure because it may contain private information that should only be
accessible to the owner and an intended audience. As a result, making this system more secure is critical to maintaining data privacy
and cloud provider trust. We present a system that incorporates cloud-based data security into the Blockchain. It permits clients to
store information in the cloud and gives a specific access control component that guarantees information security. Users can share
data with others with permission by sharing the document's link with the intended user. The owner will have access to logs of all
operations performed with the document at any time. This will guarantee the data's true ownership and privacy. A third party or
individual will be permitted to access the document with prior authorization. This will increase cloud storage's security and reduce
data breaches and attacks.

INTRODUCTION multiple databases called "he "ch" in." This type of

. . storage is typically referred to as a "digital ledger."
Most businesses worldwide generate enormous

amounts of data through their day-to-day operations.
This data must be easily accessible and stored
somewhere. These organizations face a significant
challenge due to the storage and accessibility of
enormous data. The cloud, a recently developed
technology, offers a solution to this issue by enabling
such organizations to store data on cloud storage and
quickly and easily access it via the Internet.
Additionally, a significant shift from on-premises to
cloud computing occurred. An organization no longer
needs to manage its data locally and make it accessible
to users via the Internet at any time according to their
preferences (public access or private access). Although

‘The owner's digital signature authorizes every
transaction in this ledger, thereby authenticating the
transaction and protecting it from tampering.
Subsequently, the data the advanced record contains is
exceptionally secure.

To put it more succinctly, the digital ledger is similar
to a Google spreadsheet shared among many computers
in a network. It stores transactional records based on
actual purchases. The fact that anyone can view the
data without corrupting it is intriguing.

Blockchain combines three prominent technologies:

this appears very effective from an organization's
perspective, cloud storage carries several risks. Large
cloud providers do not guarantee the security of the
data being stored. When selecting cloud storage, the
most important consideration should be safeguarding
this data's confidentiality, integrity, and security.

A. Block Chain Technology Blockchain technology is
a system that uses peer-to-peer nodes to store public
transactional records, also known as the block, in

1) Cryptographic keys, 2) a peer-to-peer network with
a shared ledger, and 3) a computing device for storing
the network's transactions and records. Cryptography
keys are made up of two keys: a private key and a
public key. These two keys are what everyone uses to
create a safe digital identity reference. These keys make
it easier for two parties to carry out successful
transactions.
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B. Dapps A decentralized application must be open
source because it operates independently without a
centralized entity controlling most of its tokens.
Additionally, these DApps ought to have a public,
decentralized blockchain that the application uses to
store a cryptographic record of data, including
transactions from the past.

DApps that are entirely closed-source or partially
closed-source have emerged as the cryptocurrency
industry develops, even though traditional DApps are
typically open-source. As of 2019, only 15.7% of
DApps are completely open source, compared to 25%
of DApps that are completely closed source. This
means that there is a smaller percentage of DApps
where the application's code and smart contracts are
completely available than those of DApps where their
code is not disclosed. Transaction volumes are higher
in open-source DApps and make the smart contract
code available to the public. This suggests that open-
source DApps are more popular than closed-source
DApps.

C. Cloud Storage A type of computer data storage in
which digital data are stored in logical pools, or "on the
cloud," is known as cloud storage. Individuals and
organizations purchase or lease storage capacity from
the providers to store user, organization, or application
data. Thev actual capacity traverses’ numerous servers
(sometimes in various areas), and the actual climate is
commonly claimed and overseen by a facilitating
organization. The physical environment's security,
protection, and operation are the responsibility of these
cloud storage service providers. A web service
application programming interface (API), a collocated
cloud computing service, or applications that use the
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API can access cloud storage services, such as cloud
desktop storage, a cloud storage gateway, or Web-
based content management systems.

EXISTING METHODOLOGIES

In the proposed system, we incorporate cloud-based
data security into the Blockchain. The consequences of
the framework vow to give the greatest security to the
information put away on the cloud. The permission-
based access control increases the data's security while
making the system more trustworthy and reliable.

The presented results demonstrate that the proposed
system effectively addresses cloud data security issues.
The user-accessible logs guarantee that the actual
owner of the data is aware of every data access
operation, including read, write, and delete. The data
remain intact thanks to this. Likewise, it guarantees that
the permissioned client is ready to get to the
information.

The logs will be responsible for providing this
information to the data owner. Additionally,
unauthorized access to data is discovered by the logs
and reported to the owner. In a nutshell, the system and
all of its features address several cloud data storage-
related issues. Can defend against attacks based on
collaboration is a current proposal.

A. Authentication and Login In this module, user
credentials are entered and verified. As the initial step
of verification, the username of the client and
passwords are gathered through web shapes and are
approved using the foundation process. To keep
credentials safe, they are kept in a secure location.

Existing Systems

Proposed system

There are Many theories that have proposed
the use of encrypted docmments

There is no overhead of encryption and decryption

Cryptography is involved and it requires
secure channel for sharing of various keys

There is no overhead of sharing keys as
Cryptography is not Involved

There is no Involvement of Blockchain

The benefit of blockchain ledger. Consensus and its
tamper proof nature is used for achieving more security

There are no logs generated and stored for
every operation performed on  each
document

Here Logs are stored on Blockchain for every document
and User can access these Logs stored on Blockchain

Cloud providers have sole right on document
storage. He might perform unsecure
operations on the document

As cloud database triggers are involved cloud provider
has to take permission from user before doing any
operation on document

The shared document links can be shared
further to anyone. and User is unaware of
who is using the link

It a document link is shared with anyone other than the
trusted entity it will notify and request permission from
the owner of the document

If User's account is hacked, he will lose full
control of his account

Here even if the account is hacked the owner of the
document will be notified on his mobile before any
unethical operation is performed on the document

INTERNATIONAL JOURNAL OF RESEARCH IN SCIENCE AND TECHNOLOGY



International Journal of Research in Science and Technology

(JRST) 2022, Vol. No. 12, Issue No. IV, Oct-Dec

First, you must authenticate users before using the
application. A straightforward registration form
requires an email address and password for access. The
same credentials should be used for cloud login
whenever the s3 bucket's data is needed.

After successfully registering, users can use their email
and password to log in. If a user forgets their password,
the application allows them to change it safely by
verifying their email first. Can use only registered mail
to access the link to reset your password. The user must
also be able to reset their credentials so that they can
reset them whenever they forget their password.

B. Home Page When a user successfully logs in, the
initial page of our application with a single button for
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uploading a new file is displayed. This button allows
the user to upload the file to the cloud. Additionally, a
search box and a view button are available, allowing
the user to access documents from other users by
entering the file's corresponding code C. Uploading
Documents As soon as the user selects a file, an alert is
displayed, prompting the user to confirm whether or not
he consents to this action.

This application must use a meta mask to access the
Blockchain. He must also confirm the transaction using
the meta mask. The file is uploaded to the cloud after
the transaction is completed. Last but not least, the log
is saved on the Blockchain for future file creation.

Cloud functions

[ Ondelete
Smart Contract —
‘ . | |OnFinalize
' 0nMetaUpdate
4 4
e — J
Cloud storage i
A |

Fig 1: Architecture for Proposed Work

EXPERIMENTAL RESULTS

We have implemented a working prototype of the
system and demonstrated how it functions with the
additional security cloud providers offer. In our
Framework, encryption, decoding and creating the hash
for extraordinarily distinguishing the records in
Blockchain isn't required as archives are put away for
what it's worth with the simple expansion of triggers,
and we use Client ID to extraordinarily distinguish the
records on the Blockchain.

The time required to generate links, encrypt, and
decrypt cloud-based documents will be saved by our
system. It will save the memory space and energy
expected for encryption and decoding. Users can refer
to tamper-proof logs stored on the Blockchain for all
operations and securely share data using two-factor

authentication. The first step is sharing the link with a
trusted entity.

CONCLUSION

Generating links, encrypting, and decrypting cloud-
based documents will take less time with our system.
Additionally, it will conserve the energy and memory
space required for encryption and decryption. Users
can refer to tamper-proof logs stored on the Blockchain
for all operations and securely share data using two-
factor authentication. The first step is sharing the link
with a trusted entity.

The second step is to approve the notification for
granting permission to prevent unauthorized access.
This makes our system less expensive, more secure,
and faster. This policy can be used in the future by any
organization that uses public or private cloud storage to
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store data more securely and protect it. By assigning
user roles, you can safely store data in the cloud without
concern for security breaches.
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